Arbor Networks

MpoaykroBas nuHeuka SP/TMS

EEEEEEE



Busyanunsauua — 3Han cBOIO CeTb

1 E

How muchtraffic?
Whereis it going?

Which interfaces aremost
used?

Whatis thebusiest
time?

How much usage per Whatisthe
peer? IPv6 use?

Kakou TpadpmK B Moeu ceTu?
KaK oH MeHsieTcsa coBpeMEHEM?
[71Ie y3KMEe MecTa B MOEM ceTU?

[ Ae HYXKHO HApaCTMUTb EMKOCTb
KaHa/10B?

KakoBa 3arpysKka MoWX pecypcoB?

Kak MHe cniaHupoBaTh
MapLUpyTU3aLUmIo?

K KaKoMy onepaTtopy y4Lle
NOAK/IOYMNTBCA?

Kak pactert IPv6 TpadhmK B MoenceTi?
Ectb 1 y MenA IPV6 TyHHen?
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HacbiweHne FLOW

SP does a longest match on source IP and destination IP of
the flow to the prefixes in BGP routes

‘Classical’ Flow Information 9 Field{

SrcIP Dst IP Src Port Dst Port Proto | Input Intf Output Intf ToS | Flags

Traffic to/from a Managed Objects can be identifiedby
correlating Flow and BGP Information
Prefix Next Hop AS path Community

‘Super’ Flow Information

Source Destination
IP Prefix NdfxtHop ASPth Com IP Prefix NéxtHop ASPath Com Port Port Intf (Intf
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Busyanusauus = Arbor SP
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ABTOMaTU3auUUA KINOY K ycnexy

[Moaxopn “Fast Flood”
— Bpewms nosasrieHus curHana o DDoS ataku ot 1 cekyHabl (10 - 15 cekyHa B CpeagHeM)

ABTO — MuTHrauus
— ABTOMaTM4eCKoe nepeHanpasneHue Tpadumka Ha CUCTEMY OYUCTKM MPU atake

— MornHueHocHoe noaaBrneHne atakm

AsTomaTundeckmn Offload FlowSpec dpunsTpoB Ha mapLipyTU3aTopbl
— MapLpyTtmnsatopbl «CTaHOBATCA» CUCTEMAMU OYUCTKU C OFPOMHOUN €MKOCTbIO

Rest API
— Uenb: pocturHytb naputeta mexay dpyHkumoHanom WEB Ul n REST API

— ,D,OI'IOJ'IHI/ITGJ'IbHaFI rMOKOCTb, BbICOKUI YPOBEHb KACTOMN3aLNN, OOMOSTHUTENbHbIW
qDyHKLI,I/IOHaJ'I N OTHETbl, BOBMOXHOCTb UHTErpauun ¢ pas3jfimtiHbiMnM BHELLLHUMW CNCTEMaMIN
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Apxutektypa SP/TMS

Konnektopbl Tenemetpun

‘Busyanusauusa Tpaduka, npoxoasiiero 4epes
Peering/Transit/Backbone, BbisiBrieHne

Provider A
aHomanun n yrpos @
*BO3MOXXHOCTb MOHUTOPWHIa Tpaduka KInnmeHTos Backbone
=
Ha rpaHuue cetn (Edge) Provider B = @
Cuctema oumnctku Tpachumka *
“Xnpypruyeckoe” BbiaeneHve 3roBpeaHoro Tpaduvka Provider C
H ‘
. N m‘
OO0BLEeKTbl MOHUTOPUHra Data Storage

Peering/Transit
Edge

*  MacwTabupoBaHne 06bEKTOB MOHUTOPUHIa
*  Multihoming

Npadmyeckun UHTepdenc (API)

*KoHTpOrb KonmyecTsa O4HOBPEMEHHbIX
ceccurn WEB UI

*API yao6HbI NHCTPYMEHT MOHUTOPUHIA U
aKcnopTa nHopmMauum

Management

Central Console for
Visibility and Threat

-

iiii’
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*/unn

Subscriber

Scrubbing
Center

TMS or
ASR9k vDDoS

Managed Service
~Customers

.
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Kak paboTaeT SP/TMS

Peering

1- CO60p AaHHbLIX NO
BGP/Flow/SNMP

Point

o.- ’:
T e -
o~ B

2 — AHanus Tpadmka, NMPUHIoBbIX

B3aMMOOTHOLLUEHU, AeTeKTupoBaHue DDoS

Core
Router

EnterpriseB

Enterprise A
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Kak paboTaet SP /TM S
——-—'— 1 - OetekTupoBaHue AHoManuu

2 — Ataka Ha nornocy: ACL, BGP FlowSpec

.

oy ~ ———— 3 — Ataka Ha TCP/UDP/npunoxeHue: nepeHanpasutb Ha TMS
N L
':::i#._ B~ ’ Enterprise A
by ‘m
Poin® §

‘l Core Router

.. ~ ',

. » L

o
- ASh
.2 _ Core
..": Router

EnterpriseC

5 — OTnpaBKa nermnTMMHoOro
Tpaduk K nonyyarernio:
GRE, MPLS, ...
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VTMS licensing

Arbor License Server

@O I

L O O ¢

100 Gbps

MSSP
Network

20G
A Vvims

Application

T~ .

1’\ vTMS

Application

) pENStACK DasHBoard ———

A\ VAPS

Application

OpenStack Shared Services

A vAPS

Application

IO OPERATING

MSSP / Hoster Data Center

0
16\’ A vaps

License

Application
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HoBbin doyHKunoHan SP/TMS
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Blackhole Auto-Mitigation
8.0

« Arbor SP blackhole mitigations are designed for TMS mitigations to handle
attacks until overall traffic threatens to exceed:

— TMS capacity of customer site
— Uplink/downlink capacity of customer site

« Arbor SP also supports blackhole mitigations as a defense for customers
without TMS

— Not surgical
— Takes attack target offline
— Arbor suggest that they use TMS
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Blackhole Auto-Mitigation

3.0

Mitigation

TMS Mitigation Settings

Enforce Baseline Protection

(Dissbled, Enabied

Generate IP L i licing Rate Suggesti
\Disabled| Enables

User-Initiated Mitigation Templ.

| Default IPv4

Auto-Mitigation Settings
Constrain Protected Prefixes
Auto-Mitigation Template

| Auto-Mitigation IPv4
Auto-Mitigation

None M Traffic-triggered

Mitigation Type
m TMS+Blackhole Blackhole

TMS Auto-Mitigation Settings
Reuse TMS Auto-Mitigations for Multiple Host Alerts
\Disabled Enabed
Profiled Auto-Mitigations

M Enabled Disabled

End TMS Auto-Mitigation
e When Alert ends

I 1 | minute(s) 4| after alert ends (Default: 1 minute)

[1 |["minute(s) %] after TMS auto-mitigation starts (Default: 1 minute)
Never

— TMS

» Host alert triggers
TMS mitigation

— Blackhole

* Host alert triggers
blackhole mitigation

— TMS+Blackhole

» Host alert triggers
TMS mitigation

« TMS traffic triggers
blackhole mitigation

12
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Blackhole Auto-Mitigation
8.0

« Each mitigation type has s
independent m—

None m Traffic-triggered

End settings -

TMS m Blackhole

TMS Auto-Mitigation Settings

Profiled Auto-Mitigations

| Global Default | Enabled Disabled

End TM S AUto-Mitigation ° rvihen A'e\n :‘:s:e(s] after alert ends (Default: 1 minute
Conditions Il—\ minute(s) after TMS auto-mitigation starts (Default: 1 minute)

Never

Incoming TMS Traffic Threshold to Begin Blackhole Auto-Mitigation

Bytes bes

Packets PRs a

Community

Do not select one of the known community groups below mitig
Local AS No advertise No export No peer

IPv4 Nexthop

Null Route  Diversion m

‘Custom Nexthop
mpk

IPv4 Router BGP Sessions

Select IPv4 Router BGP Sessions

End Blackhole Auto-Mitigation

End Blackhole © hen At encs

[ | minute(s) ¢ after alert ends (Default: 1 minute)

AUtO'Mitigation Conditions :\ minute(s) < after Blackhole auto-mitigation starts (Default: 1 minute)
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TMS Auto-mitigation Reuse
8.0

Edit Appliance "anchor"

B8 Appliance Advanced
@ snmP
@ Deployment
-ArborFIow Lowering the maximum number of ongoing mitigations allows more state to be kept per mitigation.
CAUTION: Changing this setting briefly interrupts packet processing while SP reconfigures the TMS appliance.
@ Patch Panel Arbor recommends that you only change this setting when there are no running mitigations.
a . o
Maximum Ongoing Mitigations
a 50

TPv4 GRE [
e

Source  Source+Mitigation

€3 Cancel « Save

ARBOR
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TMS Auto-mitigation Reuse
8.0

« New option to reuse an auto-mitigation for multiple host detection
alerts

TMS Auto-Mitigation Settings
Reuse TMS Auto-Mitigations for Multiple Host Alerts

Disabled m

— Configured per Managed Object
— Avallable for alert-triggered TMS auto-mitigations only
— Not available for TMS+Blackhole auto-mitigations

* Reduces the number of TMS auto-mitigations when many hosts are

under simultaneous attack
ARBOR
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HoBble Tunbl Host Detection

e 8.2:

« TCPACK

« TCP SYN/ACK
« L2TP

« MDNS

* NetBIOS

* RIPv1

* rpchind

16

8.4:

« C-LDAP

e memcached

ARBOR

N ETW ORK S



ABTOoMmMaTusauusa ounctkm Amplification atak

SP/TMS 8.2

Host detection settings

Enabled Misuse Type Trigger Rate
Total Traffic (Bytes) 200 Mbps
Total Trafic (Packes) 50 Kpps
a chargen Amplification (Bytes) 10 moos [
chargen Amplification (Packets) 25 xops [
ONS s keps |
ONS Ampiication (Bytes) 10 mops [
DNS Ampéfication (Packets) 25 xeps [
(] c™p 2 xeps |
1P Fragment 2 koos [
1P Private 25 xops [
1Pv4 Protocol 0 25 xops B
L2TP (Bytes) 200 mops [
L2TP (Packets) 320 Kpps
] mONS (Bytes) 200 wmoos |
mDNS (Packets) 30 keps [
MS SQL RS Amplification (Bytes) 10 mops [
MS SQL RS Ampificaton (Packets) 25 oos |
(] NetBIOS (Bytes) 200 mops [
NetBIOS (Packets) 100 Kpps
NTP Amgification (Bytes) 10 mops [
NTP Ampiication (Packets) 25 xeos |
RIPV (Bytes) 200 Mops
RIPV (Packets) 30 Kpps
fpbind (Bytes) 200 wmops B
fpebind (Packets) 30 xops 3
SNMP Ampification (Bytes) 10 mops [
SNMP Ampification (Packets) 25 Kpps
SSOP Amplification (Bytes) 10 mees B
SSOP Amplification (Packets) 25 xeps [
TCP ACK (Bytes) [0 wmoos
TCP ACK (Packets) 100 Kpps
TCP nuil 25 xops |
TCP RST 15 Kpps
TCP SYN 2 xops [
[] TCP SYNACK Amplification (Bytes) 200 wops [
TCP SYNACK Amplification (Packets) 100 xeps [
uoe 50 Kpps

High Severity Rate (J
4 Gops
K} Mpps
40 mbps |
10 koes [
20 Kpps
40 mops [
10 ops )
10 Kpps
10 xoos [
10 Koos [
10 keps [
4 cops [
600 xees [
4 Gops [
600 koes B
40 mops [
10 kops [
4 cops [
2 Mpps
40 mbos [
10 kops [
4 Gbps
600 keos [
4 Gops.
600 keps [
40 wmops [
0 xoos [
40 mops [
10 xeps [
Gbps ¢
20 ] Mps
10 Kpps.
10 Keps
2 keps |
4 Gops
2 mpps )

100 kops [

L L]

(W | |

14444444

|

ON  UDP Reflection/Amplification Protection

Enable UDP
Reflection/Amplification
Protection

Action to Apply
Blacklist Hosts | Drop Traffic|

Automate Non-DNS
Filters based on Host
Detection [

Automate DNS Filter
based on Host
Detection [

All Non-DNS Filters

(-] chargen proto udp and src port 19

[ L2TP proto udp and src port 1701 and bytes 500..65535
[/ mDNS proto udp and src port 5353

[/ MS SQL RS proto udp and src port 1434

(-] NetBIOS proto udp and (src port 137 or src port 138)
[ NTP proto udp and src port 123 and not bytes 76
| RIPV1 proto udp and src port 520

(2] rpcbind proto udp and src port 111

(-] SNMP proto udp and (src port 161 or src port 162)
(1] sSDP proto udp and src port 1900

(. Custom 1

[/ Custom 2

[/ DNS proto udp and src port 53

+ Save

sbumas uonebniw SNL
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DNS IPv6 npoTtuBomepbl

' Countermeasures
Timeframe: Summary Graph Unit:  bps Sample Packets
Status Countermeasure Dropped Passed

ON Invalid Packets

OFF |IPv6 Address Filter Lists
OFF IPv6 Black/White Lists

OFF Zombie Detection

OFF UDP Reflection/Amplification Protection
ON TCP SYN Authentication
OFF DNS Scoping

OFF DNS Authentication

OFF Payload Regular Expression
ON DNS Malformed

OFF DNS Rate Limiting

OFF DNS Regular Expression
OFF Shaping

222

ARBOR
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Redirect IPv4/IPv6 ¢ noMmowbro FlowSpec

SP 8.1/8.3

« TMS IPv4/IPv6 mitigations support

flowspec diversion to TMS

— Only with diversion via SP peering

announcements

« Redirect traffic to route target or

an IPv4/IPv6 address

« Feature parity with IPv4 flowspec

diversion to TMS

Flow Specification Diversion

The default route target or IP address for a TMS group overrides the default route target or IP address for all TMS
appliances in the group.

IR 1 nocress
Example: 203.0.113.33:100, 644

IPv4 Redirect To

Example: 203.0

113.33:100, 2001:dB8:aa::1124:100, 64496:100, 65536L:100

IP Address
IPv6 Redirect To ~

i Example: 6543:3453 129:874
Community

Local AS

No advertise
No export
No peer

Select Community Group

19 ARBOR

N ETWORKS



FlowSpec offload

Wed 2 May 2018 14:02:26 UTC
Logged in as: achukharev (Log Out)

System Alerts Explore Reports Mitigation Administration Help

Edit Flow Specification "Drop UDP" All Mitigations

@ Description

@ Announcement Flow Specification
Example: 10.0.0.0/8

iy Blackhole
@ Action Example: 1-6, 17
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ .  Protocol Numbers 17

Example: 203.0.113.16/30
Source Prefix

° Match any specified source ports AND any specified destination ports
Match any specified ports

- Makes the router a part of MITIGATION sara s

system

« Offload FlowSpec filters to router

* Blocks BULK traffic

Example: 1-10, 80
Destination Ports

Example: 3-6,9-12,31,255
ICMP Type

Example: 16-255
ICMP Code

Example: 1
TCP Flags

Example: 20-39,576,1501-65535
Packet Lengths

Example: 1
DSCP

Example: 1
Fragment 2

Edit Flow Specification "Drop UDP"

B Description Action

@ Announcement
Action

@ Filter

ECCE £ £

accept

traffic-rate

ARBOR

N ETW ORK S
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FlowSpec Automitigation

SP 8.4

Administration

ATLAS
Appliances

Monitoring
Detection
Notification
Mitigation
Reports

System Maintenance
Accounts/Accounting
User Interface

Arbor APl Web Services
Download Arbor APl SDK
REST API Documentation

Templates
AIF Templates

TMS Groups
TMS-CGSE Clusters
TMS-ISA Clusters
Filter Lists

Global Settings

Community Groups
Blackhole Nexthops
IPv4 Flowspec Auto-Mitigation Settings

21

Misuse Types

Note: The default values for these parameters are listed in the User Guide.

0 EEEDEEREEBREBEB®EB®

Enabled Misuse Type

Total Traffic
chargen Amplification
v CLDAP Amplification
- DNS Amplification
- IP Fragmentation
L2TP
mDNS
) memcached Amplification
MS SQL RS Amplification
NetBIOS
NTP Amplification
RIPv1
rpcbind
SNMP Amplification
SSDP Amplification
8 UDP

ARBOR
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IPv4/IPv6 komOuHupoBaHHblie MO
SP 8.4

@ Description Match

Boundary
- Example: 10.0.0.0/8, 192.168.10.0/24, 2001:db8:ff00::/40, 2001:db8:0000::/48

I’["'f-'j""f’"f A'eﬂ'“ 1 10.0.0.0/8 192.168.10.0/24 201:db8::/48 2001:db8:ff00::/40

R e ... Match Values

Host Detection

Profiled Network Detection
ettt Match 2 None

B

Mitigation
Cloud Signalin

Learning Mitigations

Children

Managed Services

Misuse Detection

ARBOR

N ETWORKS
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3awumTa aBTopuTaTUBHbLIX DNS cepBepoB
SP/TMS 8.4

« SP BbinonHaeT Zone Transfer n cospaet/obHoBnsgetr DNS whitelist, kKoTopbin
npuMeHseTcd B mitigation.

~ OFF DNS Regular Expression

Message Types to Filter

Remote Server Settings Inbound Queries  Inbound Replies  Both

Format v Line-Delimited
Comma-Delimited

Connection Type Tab-Delimited Blacklist Hosts u
DNS Zone Transfer

Action to Apply

HTTP Authentication Type

Apply Action to

Mached Taftc | Unmalohed Trafc

ARBOR
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Executive reports

Arbor Networks® SP: Report Result: "acaird Security Summary Report", Sep 12 2017, 14:00

Tue 12 Sep 2017 14:56:10 UTC

Security Summary
Start: Aug 152017, 14:00 End: Sep 122017, 14:00

TMS MITIGATION SUMMARY

This area povides an overview of the migations performed by al TWS devicesinthe depioyment duting the reportperod
Number of TMS Volume of Traf:c Volume of Traf:c Volume of Largest TMS Rate of Largest TMS Duration of Longest TMS
Mitigations Passed by TMS Dropped by TMS Mitigation Mitigation Mitigation
68 6.58 TB 50.76 TB 50.64 TB 306.95 28d Oh Om
Mb ps 0.00%

a112m

91.89% 23519 80.85% B1.25%

Bottom row indcates increase or decrease from prior period (ul 18 2017 14:00 - August 152017 14:00).

RATE OF TRAFFIC PASSED AND DROPPED BY TMS OVER TIME

T oraph cisplays the rate of traf1c that was inspected by alTMS devices nthe deployment and then passed or dropped. It allows you 1o see how the rate of passedand dropped trafLc changed (or did not change) over time troughout the
report period

bps 500 M

400 M

2001

0
Aug 15 Aug 17 Aug 20 Aug 22 Aug2sa Aug 27 Aug 29 Augal Sep 05 sep o7 Sep L2
W Passed M Dropped

NUMBER OF MITIGATIONS OVER TIME

T graph dispiays the number miligations that ran duing the report period. It alows you 1o see how the mumber of running milgations changed (or d not change) over time thioughout the report period

Counc.

o
Aug 15 Aug 17 Aug 20 Aug 22 Aug2sa Aug 27 Aug 29 Augal sep03 Sep 05 Sep 07 Sep 10 Sep L2

B TMSManual 0 TMSAute M BlackholeAuta M Flonspec

TOTAL NUMBER OF MITIGATIONS
[l 150 200 250 300 350 400 450 500 550 600 650 700 750

™S

Elackhole

Flowspec

W auo M Manual
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DOS ALERT SUMMARY

T area provides anoverview of the trafic that iggered DoSalerts throughout the deployment duing the report period.

Number of DoS Alerts Volume of DoS Alert Traf:c Volume of Largest DoSAlert Rate of Largest DoSAlert Duration of Longest DoS Alert
15915 316.19 TB 2.64 TB 303.55 Mbps 2d Oh 9m
280.98% 15253% 20.30% 0.15% 0.05%

Bottom row indicates ncrease or decrease from prior perod (4 182017 14:00 - August 15201714:00)

RATE OF DOS ALERT TRAFFIC OVER TIME

T graph cisplays the rate of traflc that triggered DoSalerts. I alows you 1o see how the rate of DoSalert rafLe changed (or i not change) over time throughout the report period.

bps 49

36

0
Augls Aug 17 Aug 20 Aug22 Aug 24 Aug 27 Aug 29 Aug 31 Sep 03 Sep 05 Sep 07 Sep 10 Sep 12

NUMBER OF DOS ALERTS OVER TIME
T graph cisplays the number of each severity type of DoSalert that existed duing the report period. It alows you to see how the number of ongoing DoS alerts changed (or Gd not change) over time throughout the report period
150

Count.

Aug22 Aug 24 Aug 27 Aug29 Sep 05 Sep 07 Sep 10 Sep 12

W oow 0 uedum B High

TOTAL NUMBER OF DOS ALERTS
0 200 400 §00 800 1000 1200 1400 1600 1800 2000 2200 2400 2600 2800 3000 3200 3400 3600 3800 4000 4200 4400 4500 4300 5000 5200 5400

High

Medium

= unmitigated M Mitigated
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Atlas Global DDoS Report

— o Rl g "
Arbor Networks* SP = ET :?l:

Tue 23 Oct 2018 14:21:56 UTC Moyaomaiiihuin
Logged in as: achukharev (Log Out)

System Alerts Explore Reports Mitigation Administration Help

Global DDoS ATLAS > Global DDoS
IPv6 Summary > Summary
Network

v

Applications >
Global Susisissseptember 2018

Fingerprints > Pebenioy by Déwon;

Interfaces > (\

Peers >

Profiles > I
Highlights: Routers > ISPs by region:

Services > Peak Attack Volume:
ISPs: j;':“'b"'s ® NAMER 109 s | |
Routers: VNS LATAM 40 -l ll”lel “!l!""!!!ll!!!l:l
Attacks: 635 k ® EMEA 152 Peak Volume by region Breakout by Volume
Peak Volume: 631 Gbps ® APAC 54 e ik
Peak Speed: 361 Mpps = I [ I o~
Peak Duration: 46 days (45 days, 22 hours)

Peak Attack Speed:

Top Attack Types:  Total Traffic

il :|I|,ll!ll"l!ll!lll!.-,-!!!:5!!!'

IP Fragmentation

 Atlas Global DDoS Report -l || </ =T

— [nobankHoe cocTosiHne Mupa DDOS 3a nocneaHui Mecal T W P D
— Co3paeTtca ASERT . .

MaHHble 13 ATLAS e E= R BE ARBOR

25 T w——
NETWORKS




