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Продуктовая линейка SP/TMS

Arbor Networks



Визуализация – Знай свою сеть

• Какой трафик в моейсети?

• Как он меняется современем?

• Где узкие места в моейсети?

• Где нужно нараститьемкость  

каналов?

• Какова загрузка моихресурсов?

• Как мнеспланировать  

маршрутизацию?

• К какому операторулучше  

подключиться?

• Как растет IPv6 трафик в моейсети?

• Есть ли у меня IPv6туннели?

How muchtraffic?Whereisitcoming  
from? Whereisitgoing?

Whatisthebusiest  
time?

Whatisthe  
IPv6use?

Which interfaces aremost  
used?

Howmuchusageper  
peer?

Top customeruse?

Whichapplications?
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Насыщение FLOW

‘Super’ FlowInformation

IP Prefix NextHop ASPath Com

SP does a longest match on source IP and destination IP of  
the flow to the prefixes in BGP routes

Traffic to/from a Managed Objects can be identifiedby  

correlating Flow and BGPInformation

Prefix Next Hop AS path Community

BGP Information

ToS FlagsOut  

Intf

In  

Intf
ProtoDst Src  

Port PortIP Prefix NextHop ASPath Com

Source Destination

‘Classical’ Flow Information 9 Fields

Src IP Dst IP SrcPort Dst Port Proto Input Intf Output Intf ToS Flags

17 Fields
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Визуализация = Arbor SP

• 350+ преднастроенных отчетов

– Возможность создавать «свои» отчеты

• WEB Портал

– 700 одновременных пользователей (20k в БД)

– Разграничение прав доступа (Radius/Tacacs)

• Отчеты для начальства (Executive reports)

– Вся сеть в одном отчете.

• Atlas Global DDoS Report

– Глобальное состояние мира DDoS за последний месяц

– Создается ASERT

– Данные из ATLAS
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Автоматизация ключ к успеху
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• Подход “Fast Flood”

– Время появления сигнала о DDoS атаки от 1 секунды (10 - 15 секунд в среднем)

• Авто – Митигация

– Автоматическое перенаправление трафика на систему очистки при атаке

– Молниеносное подавление атаки

• Автоматический Offload FlowSpec фильтров на маршрутизаторы

– Маршрутизаторы «становятся» системами очистки с огромной емкостью

• Rest API

– Цель: достигнуть паритета между функционалом WEB UI и REST API

– Дополнительная гибкость, высокий уровень кастомизации, дополнительный  
функционал и отчеты, возможность интеграции с различными внешними системами



Архитектура SP/TMS

Central Console for
Visibility and Threat
Management

Provider C

Backbone
Provider B

Subscriber  
Edge

Scrubbing  
Center

Peering/Transit  
Edge

Provider A

TRA

TRA

Объекты мониторинга

• Масштабирование объектов мониторинга

• Multihoming

Графический Интерфейс (API)

•Контроль количества одновременных  
сессий WEB UI

•API удобный инструмент мониторинга и  

экспорта информации

Коллекторы Телеметрии

•Визуализация трафика, проходящего через  

Peering/Transit/Backbone, выявление  
аномалий и угроз

•Возможность мониторинга трафика клиентов  

на границе сети (Edge)

Система очистки трафика

“Хирургическое” выделение зловредного трафика

Data Storage

UI Appliance  

TRA

(Leader)

Customer / Hosting  
Edge

UI

Managed Service  
Customers

UI

TMS or  
ASR9k vDDoS
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Как работает SP/TMS

Peering

Point

Core  

Router

PE

Enterprise A

TMS

Arbor SP

1– Сбор данных по  
BGP/Flow/SNMP

PE

Peering

Point

Core Router

Enterprise C

2 – Анализ трафика, пиринговых  
взаимоотношений, детектирование DDoS

Enterprise B
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Как работает SP/TMS

Peering

Point

Core  

Router

PE
Arbor SP

PE

Peering

Point

Core Router
ACL

ACL

1 – Детектирование Аномалии

2 – Атака на полосу: ACL, BGPFlowSpec

3 – Атака на TCP/UDP/приложение: перенаправить на TMS

Enterprise A

TMS

4 – Фильтрация  
зловредного трафик

5 – Отправка легитимного  

трафик к получателю:  

GRE, MPLS, …

Enterprise C

Enterprise B
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vTMS licensing

Arbor License Server

100 Gbps

MSSP / Hoster Data Center

vAPS

Application

vAPS

Application

vTMS

Application

Arbor SP / TMS

MSSP

Network

vTMS

Application

vAPS

Application

1G

License
40G

20G

1G

250M
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Новый функционал SP/TMS
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Blackhole Auto-Mitigation

11

8.0

• Arbor SP blackhole mitigations are designed for TMS mitigations to handle  
attacks until overall traffic threatens to exceed:

– TMS capacity of customer site

– Uplink/downlink capacity of customer site

• Arbor SP also supports blackhole mitigations as a defense for customers  
without TMS

– Not surgical

– Takes attack target offline

– Arbor suggest that they use TMS



– TMS

• Host alert triggers  
TMS mitigation

– Blackhole

• Host alert triggers  
blackhole mitigation

– TMS+Blackhole

• Host alert triggers  
TMS mitigation

• TMS traffic triggers  
blackhole mitigation

Blackhole Auto-Mitigation
8.0
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Blackhole Auto-Mitigation

End TMSAuto-Mitigation

conditions

EndBlackhole  

Auto-Mitigation conditions

8.0

• Each mitigation type has  
independent
End settings
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TMS Auto-mitigation Reuse
8.0
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TMS Auto-mitigation Reuse
8.0

• New option to reuse an auto-mitigation for multiple host detection  
alerts

– Configured per Managed Object

– Available for alert-triggered TMS auto-mitigations only

– Not available for TMS+Blackhole auto-mitigations

• Reduces the number of TMS auto-mitigations when many hosts are  
under simultaneous attack
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Новые типы Host Detection
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• 8.2:

• TCPACK

• TCP SYN/ACK

• L2TP

• mDNS

• NetBIOS

• RIPv1

• rpcbind

• 8.4:

• C-LDAP

• memcached



Автоматизация очистки Amplification атак
SP/TMS 8.2
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DNS IPv6 противомеры
SP/TMS 8.2
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Redirect IPv4/IPv6 с помощью FlowSpec
SP 8.1/8.3

• TMS IPv4/IPv6 mitigations support  
flowspec diversion to TMS

– Only with diversion via SP peering  
announcements

• Redirect traffic to route target or  
an IPv4/IPv6 address

• Feature parity with IPv4 flowspec  
diversion to TMS
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FlowSpec offload

• Makes the router a part of MITIGATION  

system

• Offload FlowSpec filters to router

• Blocks BULK traffic
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FlowSpec Automitigation
SP 8.4
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IPv4/IPv6 комбинированные MO
SP 8.4
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Защита авторитативных DNS серверов
SP/TMS 8.4

• SP выполняет Zone Transfer и создает/обновляет DNS whitelist, который  
применяется в mitigation.
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Executive reports

Arbor Networks® SP:  Report Result: "acaird Security Summary  Report", Sep  12 2017, 14:00 Tue 12 Sep 2017 14:56:10 UTC

Number of TMS  

Mitigations

68
91.89%

Volume of Traf:c  

Passed by TMS

6.58 TB
23.51%

Volume of Traf:c  

Dropped by TMS

50.76 TB
80.85%

Mitigation

50.64 TB
81.25%

Volume of Largest TMS Rate of Largest TMS

Mitigation

306.95

Mbps
41.12%

Duration of Longest TMS  

Mitigation

28d 0h 0m
0.00%

Security Summary

Start: Aug 15 2017, 14:00 End: Sep 122017, 14:00

TMS MITIGATION SUMMARY

This area provides an overview of  the mitigations performed by all TMS devices in the deployment during the report period.

Bottom row indicates increase or decrease f rom prior period (July 18 2017 14:00 - August 15 2017 14:00).

RATE OF TRAFFIC PASSED AND DROPPED BY TMS OVER TIME

This graph displays the rate of  traf1c that was inspected by all TMS devices in the deployment and then passed or dropped. It allows you to see how the rate of  passed and dropped traf1c changed (or did not change) over time throughout  the 

report period.

NUMBER OF MITIGATIONS OVER TIME

This graph displays the number mitigations that ran during the report period. It allows you to see how the number of running mitigations changed (or did not change) over time throughout the report period.

TOTAL NUMBER OF MITIGATIONS

This graph displays the total number mitigations that ran during the report period. This number can include mitigations that started before, or ended after, the report period.

Number of DoS Alerts

15915
289.98%

Volume of DoS Alert Traf :c

316.19 TB
152.53%

Volume of Largest DoS Alert

2.64 TB
24.30%

Rate of Largest DoSAlert

303.55 Mbps
0.15%

Duration of Longest DoS Alert

2d 0h 9m
0.05%

DOS ALERT SUMMARY

This area provides an overview of  the traf1c that triggered DoS alerts throughout the deployment during the report period.

Bottom row indicates increase or decrease f rom prior period (July 18 2017 14:00 - August 15 2017 14:00).

RATE OF DOS ALERT TRAFFIC OVER TIME

This graph displays the rate of  traf1c that triggered DoS alerts. It allows you to  see how the rate of  DoS alert traf1c changed (or did not change) over time throughout the report period.

NUMBER OF DOS ALERTS OVER TIME

This graph displays the number of  each severity type of  DoS alert that existed during the report period. It allows you to  see how the number of ongoing DoS alerts changed (or did not change) over time throughout the report period.

TOTAL NUMBER OF DOS ALERTS

This graph displays the total number of  each severity type of  DoS alert that existed during the report period. This number can include DoS alerts that started before, or ended after, the report period.

For assistance with this product, please contact support at https://support.arbornetworks.com
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Atlas Global DDoS Report

• Atlas Global DDoS Report

– Глобальное состояние мира DDoS за последний месяц

– Создается ASERT

– Данные из ATLAS
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